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ESG Analysis and Credit Risk for Sustainable and
Resilient Investment
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I Abstract 1

1. Cybersecurity for Next Generation ESG Investment Integration and Real-World Impact: ESG

investment integration is the consideration of market material, non-financial factors to improve risk-
adjusted-returns in a way that also addresses important socio-economic and environmental challenges.
The integration of corporate GHG emissions data in investment analysis is one key example of this
process. Now Cybersecurity is emerging as a major next-generation ESG factor for mainstream
investors, with strong alignment to financial and investment risk, growing regulatory scrutiny, and the
potential for real-world impact. In this report, we explore this trend and introduce Nomura Asset
Management (NAM)’s approach to integrating Cybersecurity risk in the corporate debt ESG investment
process for risk management and corporate engagement.

2. Growing Financial Materiality of Corporate Cybersecurity Risks and Regulatory Response: Investors
have a growing interest in assessing the underlying cybersecurity risk inherent in their corporate
investment portfolios. Corporate cyber-attacks are growing in severity and frequency as economic

digitalization expands the cyber “attack surface” available for hackers to exploit. Inadequate protections
in cyberspace also threaten overall economic growth and national security, with global loss estimates
from cybercrime reaching 6 trillion USD in 2021. Reflecting this, surveys of global business and
political leaders now regularly point to Cybersecurity as a top global risk by impact and likelihood along
with climate change and geopolitical conflict. In response, global cybersecurity regulation will
increasingly mandate greater corporate cybersecurity performance disclosures with a focus on protection
for critical infrastructure and essential services.

3. NAM's approach to integrating Cybersecurity data in Credit ESG analysis: Cybersecurity’s growing
negative impact and increasing awareness in society is leading investors to integrate this topic into
investment research and corporate engagement. Recognizing the investment materiality of
cybersecurity, NAM has developed its own proprietary approach for systematically and quantitatively
measuring cyber-risk in corporate credit analysis. Using alternative datasets, we analyze the degree to
which investee companies practice good “cyber-hygiene” such as regularly patching software
vulnerabilities and applying best practices for securing data and networks. Corporate cybersecurity risk
and performance data is then directly incorporated as a Governance factor in NAM’s proprietary Credit
ESG Scoring model for integration in our global fixed income strategies.

4. By raising cybersecurity as an ESG investment topic, NAM hopes to incentivize higher corporate
cybersecurity performance standards, contribute to socio-economic resiliency as real world positive
impact, and potentially achieve better risk-adjusted credit investment returns for our clients
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Cybersecurity for Next Generation ESG Investment Integration and Real-World Impact

From a practical perspective, ESG integration is the consideration of market material, non-financial factors
in investment analysis to improve risk-adjusted-returns in a way that also addresses important socio-
economic and environmental challenges. Carbon emissions and climate change are prime examples of how
shifts in awareness and market pricing of ESG risks can lead to real-world impact. For example, it is now a
mainstream practice for investors to integrate GHG emission disclosures into the investment processes. As
aresult, trillions of USD of capital are currently being allocated and priced according to investor perceptions
of corporate carbon performance. Due to this repricing of corporate risk and valuations, firms have a
powerful incentive for emission reductions in support of global climate mitigation efforts. Investors thus
achieve real world impact and avoid investment risks by addressing the “market failure” of such previously

unpriced negative externalities.

By implication, investors are incentivized to identify new and emerging non-financial ESG factors associated
with global challenges with the potential to materially affect market pricing and attract additional regulatory
risk. For this, Cybersecurity is emerging as a major next generation ESG consideration for mainstream
investors, with strong alignment to financial and investment risk, growing regulatory scrutiny, and the

potential for real-world impact.

In this report, we analyze the financial materiality of corporate cybersecurity risk, explore the trend in global
regulatory developments, and introduce Nomura Asset Management (NAM)’s approach to integrating

Cybersecurity risk in the corporate debt ESG investment process for risk management and corporate engagement.

Financial Materiality of Corporate Cybersecurity Risk - Micro-Economic (Enterprise) Costs

Investors have a growing interest in assessing the underlying cybersecurity risk inherent in their corporate
investment portfolios. Cybercrime affects individual enterprises through increased frequency of data
breaches and ransomware attacks, higher corporate cyber defense and insurance spending, and reputational
damage. Large-scale cyberattacks can cause operational and business disruption, and generate significant

litigation risk.

Cybercrime rates are growing in severity and frequency as economic digitalization expands the cyber “attack
surface” available for hackers to exploit. Estimates of the rate of cyber-attacks per company are 31% higher
in 2021 compared to 2020 with the average cost for individual data breaches in 2022 reaching 4.35 million

USD?. Ransomware has become a major concern for businesses, with survey data showing that 83% of

I Accenture, “State of Cybersecurity Resilience 2021,” 2021.
2 IBM, “Cost of a Data Breach 2022 Report,” July 2022.
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organizations experienced a ransomware attack over the past two years. The most commonly demanded

ransom amount for US companies is now in the range of 5 to 10 million USD?.

Corporate cyber defense and insurance spending is emerging as a major cost for businesses. The overall
market for business spending on cybersecurity products and services is estimated to reach 1.75 trillion USD
for the 5-year period from 2021-2025, compared to 1.0 trillion USD spent from 2017 to 2021%. Certain
financial firms in the US reportedly spend over 1 billion USD per year just on securing and protecting digital
infrastructure and client data, indicating the immense scale of cyber spending in critical sectors. More firms
are opting for cyber-insurance, with one US study finding that insurance uptake rates rose from 26% in 2016
to 47% in 2020°. Cyber-insurance premiums have risen some 30-40 percent in 2021, and the overall cyber-
insurance market is predicted to grow to 34 billion USD by 2031, from approximately 8.5 billion USD in
2021.

Recent major cyberattacks have targeted hospitals and pharmaceutical companies®, travel and leisure’
companies, financial services®, and energy infrastructure® operators. Individual events not only disrupt
operations and result in hundreds of millions of dollars in business impairment and legal liabilities, they can
also compromise sensitive personal data and may threaten national critical functions. In one high profile case
in 2017, Chinese military hackers!'® exploited an unpatched software vulnerability to infiltrate a consumer
credit reporting agency in the United States. The state-backed cyber-attackers stole personally identifiable
information including names, addresses, and Social Security Numbers linked to detailed financial records of
approximately 145 million people. When the company disclosed the data breach, its stock declined by a
maximum of nearly 35% and credit spreads on its Investment Grade-rated debt widened by 118 basis points.
In 2019, the company reached a settlement with the FTC in the US for at least 575 million USD in fines,

penalties, and consumer restitution.

Financial Materiality of Corporate Cybersecurity Risk - Macro-Economic Costs

From a broader society-wide perspective, inadequate protections in cyberspace can lead to macro-economic

damages with national strategic implications. These impacts include indirect economic loses from wide scale

3 IBM, “Cyber Resilient Organization Study 2021,” 2021

4 David Braue, “Global Cybersecurity Spending To Exceed $1.75 Trillion From 2021-2025,” Cybercrime Magazine,

September 10, 2021.

U.S. Government Accountability Office, “Cyber Insurance: Insurers and Policyholders Face Challenges in an Evolving

Market,” May 20, 2021.

6 David Voreacos, Katherine Chiglinsky, Riley Griffin, “Merck Cyberattack’s $1.3 Billion Question: Was It an Act of War?,”
Bloomberg, December 3, 2019.

7 “Marriott Hacking Exposes Data of Up to 500 million Guests,” The New York Times, November 30, 2018.

8  Federal Trade Commission, “Equifax Data Breach Settlement,” Sep 2022.

“The Colonial Pipeline Hack Is a New Extreme for Ransomware,” WIRED, May 8, 2021.

10" Federal Bureau of Investigation, “Chinese Military Hackers Charged in Equifax Breach,” February 10, 2020.
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industrial espionage, the erosion of incentives for innovation and investment, and the violation of data
privacy. They also include threats to the critical functions and infrastructure that underpin economic and
national security, public health, and the safety and freedom of citizens. Investors are increasingly aware that
the risks from Cybersecurity are not limited to the companies directly affected but also extend to the entire

society that underpins the economy and market valuations.

Economic damages from cybercrime and cyber-espionage are growing at an immense scale. Some sources
estimate that global annual losses from cybercrime may reach $10.5 trillion USD per year by 2025'! from
$6 trillion USD in 2021. In comparison, a 2021 reinsurance company report'? estimated economic losses
from climate change at $23 trillion cumulatively by 2050'. While differences in methodology'# and
statistical sampling'> make it difficult to compare these figures directly, the implication is that the economic
impact of cybersecurity may be at a similar scale as global climate change. Reflecting this, Cybersecurity
consistently ranks in the top 5 global risks in perception surveys of global CEOs!® and decision-makers'’

together with climate change and geopolitical conflict.

The sectors most often targeted by cyberattacks are Finance, Healthcare, Information Technology, and
Manufacturing'®, with a particular increase in cybercrime targeting the health and pharmaceutical sector
during the Covid pandemic. In addition to providing high value monetary targets for financially-motivated
cyber criminals, these sectors are also associated with Critical National Functions where disruption or
destruction would have high strategic value to state-backed cyber attackers. These sectors also tend to have
a high degree of non-tangible intellectual property that is an attractive target for hackers with both financial
and geopolitical motivations. In 2013, a senior official in the US National Security Agency (NSA) described

cyber-espionage as “the greatest transfer of wealth in history'®”.

Market participants are increasingly aware of the growing direct and indirect costs from weak corporate
cybersecurity. Based on this trend, more investors are now beginning to incorporate cybersecurity

performance as a non-financial (ESG) factor for analysis in corporate investment.

“2022 Cybersecurity Almanac,” Cybercrime Magazine, January 19, 2022.

12° Swiss Re Group, “Climate Action — This is a Mission Possible,” November 3, 2021.

13 “Climate Change Could Cut World Economy by $23 Trillion in 2050, Insurance Giant Warns,” The New York Times, April

22,2021.

Organisation for Economic Co-operation and Development, “Losses and Damages from Climate Change.”

Dinei Florencio and Cormac Herley, “Sex, Lies and Cyber-crime Surveys,” Microsoft Research, June 2011.

16 PWC, “PwC 25" Annual Global CEO Survey Reimagining the Outcomes that Matter,” January 17, 2022.

17 World Economic Forum, “These are the Biggest Global Risks,” January 16, 2019.

18 Statista, “Global Industry Sectors Most Targeted by Basic Web Application Attacks from November 2020 to October 2021,”
May 2022.

19 Infosec, “Cyber-Espionage: The Greatest Transfer of Wealth in History,” February 12, 2013.
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Overview of Recent Cybersecurity Global Regulatory Developments

Corporate investors face a rapidly changing regulatory environment for cybersecurity. Cybersecurity’s
growing costs to society amid rising geopolitical competition make it a growing topic of focus for global
policy makers, with 80% of governments around the world having now enacted cybercrime legislation and
data protection legislation®’. Updates and additions to cybersecurity legislation are progressing in the USA,
European Union (EU), UK and Japan, with a trend for greater regulatory oversight, disclosure requirements,

and coverage for critical infrastructure and essential services.

1. USA

The US Federal Trade Commission, Securities and Exchange Commission, and Cybersecurity and
Infrastructure Security Agency have all proposed new regulations at the national level in 2022. The emerging
focus of cybersecurity regulation in the US is focused on cyber breach reporting, supply chain cybersecurity
compliance, and possible legal liability for firms that fail to patch known software vulnerabilities leading to
the loss of consumer data. In the first half of 2022, 24 US states have enacted new cybersecurity legislation®!,
mostly focused on setting cybersecurity standards and increasing funding for cybersecurity programs in the
public sector, cybersecurity general workforce training, and enhancing the integrity of election and voting

systems.

2. EU
In the EU, major cyber-related regulation has focused on consumer protection. The landmark European
General Data Protection regulation (GDPR) came into force in 2016, dealing with the handling and

t>2 has been

management of personal data and online privacy. In 2022, the European Cyber Resilience Ac
proposed to mandate cybersecurity requirements for hardware and software products sold in the EU
throughout the product’s lifetime. The EU has also recently passed an updated Network and Information
Systems Directive® (NIS 2 Directive) as a package of measure to improve the resilience and incident
response capabilities in the EU, with an emphasis on critical infrastructure protection and updated incident

management and reporting obligations?*.

20" United Nations Conference on Trade and Development, “Global Cyberlaw Tracker.” <https://unctad.org/page/cyberlaw-
tracker-country-detail, accessed on October 10, 2022>

2l National Conference of State Legislatures, “Cybersecurity Legislation 2021,” July 1, 2022.

22 European Commission, “Cyber Resilience Act — Factsheet,” September 15, 2022.

23 European Commission, “NIS Directive.”

<https://digital-strategy.ec.europa.eu/en/policies/nis-directive, accessed on June 7, 2022>

European Council, “Strengthening EU-wide cybersecurity and resilience — provisional agreement by the Council and the

European Parliament,” May 13, 2022.

24
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3. United Kingdom

The post-Brexit UK-GDPR has been retained with the same key principles and rights, and obligations as the
original EU version®. The Security of Network & Information Systems Regulations (NIS Regulations)
passed in 2018 is a legal measure to enhance the cyber resilience of information networks and critical national
infrastructure for essential services. The UK government is currently evaluating options for incentivizing
private industry to make greater investments in cyber security. Initial government reports on this topic have
recognized that market incentives and more interventionist regulations may be needed to more quickly

establish better practices in the changing risk environment?®.

4. Japan

Japan’s cybersecurity regulation and legislation is seen as relatively less advanced than other developed
countries. The Basic Act on Cybersecurity represents Japan’s fundamental law on cybersecurity, while the
Act on the Protection of Personal Information (APPI) is the country’s main legislation for data protection.
Amendments to the APPI in 2022 mandate reporting and notification in the case of personal data breaches,
but there are so far no obligations for cyber breach reporting in other cases. Japan also currently lacks specific
regulations for secure software development. Reflecting trends in the US, EU, and UK, the Japanese
government is now considering the introduction of an Active Cyber Defense (ACD) framework covering
critical infrastructure that would authorize government access to network systems for monitoring and

analyzing suspicious communications.?’

NAM's approach to Cybersecurity in Credit Analysis and Engagement

The growing negative impact and rising risks for companies and society, increased public awareness of
cybersecurity risks and their negative effects, and rising political scrutiny with stricter regulation are all
factors pushing the widespread adoption of cybersecurity for investment managers. Recognizing the growing
materiality of cybersecurity to investors, NAM developed its own proprietary approach to systematically and

quantitatively integrating cybersecurity into credit analysis.

1. Understanding Cybersecurity risk as a “Market Failure”
As the first step of NAM’s cybersecurity integration buildout, we considered the current challenges faced by

the market for effectively recognizing, assessing, and pricing corporate cybersecurity risks.

First, corporate cybersecurity has traditionally been treated as an extension of the IT department. This

tendency has led many corporates to view cybersecurity preparedness and resiliency as a compliance cost to

25 Information Commissioner’s Office, “The UK GDPR.”
26 Government Digital Service, “2022 cyber security incentives and regulation review,” January 19, 2022.
27 “Active Cyber Defense Framework could One Day Protect Japan,” The Japan News, September 13, 2022.
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be minimized rather than as a source of operational excellence. As a result, spending on cybersecurity
preparedness is often insufficient relative to the level of risk. Corporate cybersecurity reporting lines and
responsibilities are often unclear, and board oversight and expertise in this topic is limited. Insufficient
prioritization of corporate cybersecurity has contributed to the shortfall of expertise and human resources
seen today. Therefore it is important to raise the status of cybersecurity among investors and corporate
managers to a more strategic operational and business level, to commit the necessary level of investment and

develop a sufficient pipeline of cybersecurity professionals to meet the market need.

Second, cybersecurity has generally existed outside the purview of legislation and regulation. Most digital
infrastructure is privately owned, so cybersecurity policies are typically based on “best practices” rather than
regulatory requirements. This has left cybersecurity implementation as an internal corporate function without
sufficient oversight from government or investors. Most cyber incidents and breaches are not publically
reported or acknowledged, making it difficult for investors to assess cybersecurity risks. To some degree,
this situation is understandable, since corporations want to avoid embarrassment and potentially additional
costs from disclosing cyber incidents, especially when there is no legal requirement to do so. Going forward,
the systematic integration of cybersecurity risks in investment analysis will create demand for more material
cybersecurity-related disclosures. At the same time updates to cybersecurity regulatory will require more
disclosure of breach and mandate greater cybersecurity preparedness especially in critical infrastructure and

essential services.

Third, there is no “one-size-fits-all” approach to effectively addressing corporate cybersecurity risk. It is not
easy to standardize the evaluation of cybersecurity performance across companies. Cybercriminals
opportunistically target areas of weakness with a variety of intrusion strategies, so risk vectors and attack
methods are constantly changing. This means that cybersecurity defenders cannot just focus on a specific set
of high-risk systems or processes, or rely on any single method of prevention. By extension, investors cannot
use a generalized framework for assessing the idiosyncratic cybersecurity risks between companies based
on comparative evaluations of known weak points. And as with any form of crime, cybercrime is difficult if
not impossible to predict. Firms do not usually disclose meaningful details about their cybersecurity policies
and performance to public investors, and there are legitimate concerns that too much disclosure of cyber
vulnerabilities would only attract more cyber-attacks. Together this implies that investors evaluating
cybersecurity across companies will have to rely on ex-ante measures of cybersecurity preparedness and

adherence to best practices as a proxy for cybersecurity risk.

These challenges have made it difficult for investors to comprehensively integrate cybersecurity risks in the
investment process. In particular, the lack of comparable cybersecurity performance data or methods for
measuring it have prevented markets from efficiently pricing corporate cybersecurity risks. With a lack of

market pressure and so-far limited regulatory requirements, corporates tend to underinvest in their own
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cybersecurity and thus are more likely to suffer cyberattacks than would otherwise be the case. But the harm
from this underinvestment in cybersecurity protection also extends to customers, citizens, and society at
large. In other words, systematic underpricing of cybersecurity risk represents a market failure, similar to

the negative externalities caused by carbon emissions and industrial pollution and waste.

2. How NAM has adopted Cybersecurity data as a next generation ESG factor

To effectively and comprehensively address the challenges of assessing and integrating cybersecurity risk in
corporate debt investments, at NAM we focus on systematic measurement of “cybersecurity hygiene”. Cyber
hygiene can be defined as the regular application of best practices that an organization takes to keep its

28 such as regular patching of known vulnerabilities, strong password requirements,

network and data secure
and regular data backups, etc. While the risk of a data breach or ransomware attack can never be completely
eliminated, it can be reduced by adherence to good cyber hygiene. And while the actual attack vectors used
by cybercriminals are highly diverse and constantly changing, the set of practices that constitutes good cyber
hygiene are relatively established and consistent across industries, allowing for standardized evaluations and

tracking over time.

The data required for comprehensively evaluating cybersecurity hygiene as a proxy for cyber risk is
becoming more widely available to investors. Traditional ESG data providers tend to provide subjective
assessments of issuers data privacy and protection policies. This is an important topic, but such survey
methods cannot give an accurate or objective overall measure of organizational cybersecurity performance.
A variety of specialized data providers now provide comprehensive “cyber risk ratings” based on automated,
non-intrusive measurements of cyber hygiene with regular updates and effectively unlimited issuer coverage.
Just as credit risk ratings reflect the issuer’s predicted ability to pay back debt with an implicit forecast of
the likelihood of default, cyber risk ratings are designed to reflect the organization’s overall cybersecurity
performance and implied risk of cyber breach or ransomware attack. In fact, some traditional credit ratings
firms now integrate cybersecurity risk ratings directly into their corporate credit ratings as a form of non-
financial (ESG) data. Integrating cybersecurity data into the overall evaluation of issuer risk is economically
rational and politically neutral for investors, because cybersecurity risks can have a direct impact on credit

quality and investment returns.

3. NAM's approach to integrating Cybersecurity data in Credit ESG analysis

At NAM, we integrate Cybersecurity directly into our proprietary Credit ESG Scoring model as a
“Governance” factor for corporate debt investment strategies. This reflects our view that cybersecurity
performance is a reflection of an organization’s overall governance structure. Good cybersecurity hygiene is

indicative of overall good corporate governance, and a more attractive corporate debt investment from the

28 Security Scorecard, “What is Cyber Hygiene? Definition, Benefits, & Best Practices,” March 2, 2022.
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perspective of risk-reduction and high quality management. Since NAM has developed a proprietary Credit
ESG Scoring system that is modular and flexible, we can upgrade our model over time with data for newly
emerging material issues such as cybersecurity. The NAM Credit ESG Score model outputs are integrated
into screening, security selection, risk monitoring, and issuer engagement across all global corporate credit
strategies, ensuring that cybersecurity risk signals are systemically reflected in our fixed income investment

process.

In addition to the cybersecurity performance of individual issuers, sector-specific cybersecurity materiality
is a crucial element for integrating third party cyber risk data into the overall credit ESG model and for
prioritizing engagement with companies. To generate NAM’s proprietary matrix of sector-specific

cybersecurity materiality, we analyze the relative cyber risk for each industry sector along three dimensions:

1) The potential for socio-economic impact and damage from cyber-attacks on the sector
> The more critical the potential damage to the provision of essential goods and services, the higher the

cyber materiality

2) The observed frequency of cyberattacks against the sector

> The higher the frequency of cyberattacks against the sector, the higher the cyber materiality

3) The existing level of cybersecurity sophistication and resource availability in the sector
> The higher the observed average cybersecurity hygiene for issuers in the sector, the lower the cyber

materiality

Based on this framework, we assign the highest cyber materiality to sectors that are the most vulnerable and
most frequently targeted by cyber attackers, and where the damage from cyber-attacks on the provision of
essential services is potentially the greatest. Cyber hygiene performance data can then be adjusted on a risk-

informed basis as an input for the overall credit ESG scoring model.

Finally, the resulting “heat map” of sector-specific cybersecurity materiality acts as a guide for our in-depth
corporate cybersecurity research and engagement with investee companies. We prioritize engagement on
cybersecurity issues with companies based on their individual performance and the degree of cyber
materiality in their sector. Addressing specific cybersecurity vulnerabilities through private engagement
channels is a responsible and effective way of systematically raising the cyber security performance of our

portfolio companies, potentially resulting in financial risk reduction and real-world impact.
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AYAR Conclusion

With growing financial materiality and a rapidly changing regulatory and disclosure environment, corporate
cybersecurity is a next generation factor for mainstream ESG investors to integrate into investment decision
making. Objective and comparable cybersecurity performance data for corporates is increasingly available
for investors to integrate as part of the investment process. Addressing the “market failure” of insufficient
attention to corporate cybersecurity by incorporating it into ESG analysis can incentivize higher corporate
cybersecurity performance standards across the board, potentially contributing to better risk-adjusted-returns

and socio-economic resiliency as real world positive impact.
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