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The Critical Connection between Cybersecurity
and Financial Performance and Risk
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Nicole Pastor Matusek, Director,

Investment Management Partnerships, Bitsight

Bitsight, founded in the United States
in 2011 and headquartered in Boston,
Massachusetts, is a global cyber risk
management and ratings provider. Bitsight's
mission is to enable effective management of
cybersecurity risk exposure, performance,
and resiliency for organizations and their
partners in the value chain. Built on over
a decade of experience, Bitsight’s cyber
risk data and vulnerability insights were
developed with a focus on delivering
technical solutions for enterprise security
performance and digital supply chains.
Currently, with growing attention on
cybersecurity risks from business leaders
and regulators, Bitsight data is finding
expanded use in corporate governance
and financial applications such as cyber
insurance underwriting, credit risk,
corporate board reporting, and integrated
investment frameworks.

Bitsight Security Ratings assess the
cybersecurity posture of organizations by
analyzing two types of externally observable
data: security events and configuration
information. Security events include
behaviors such as malware distribution,
among others, which typically indicate
external adversary control. Configuration
information involves checks on cybersecurity
best practices. Bitsight ratings are calculated
daily using a proprietary algorithm
that considers the number and types of
compromised systems, the duration of
events, and diligence configurations.
Ratings categorize risks into compromised
systems, diligence, user behavior, and public
disclosures, with compromised systems

and diligence being heavily weighted.
Companies receive letter grades based on
their performance relative to peers, ranging
from A to F, with each grade reflecting the
company’s standing in Bitsight’s inventory.
Ratings are normalized based on the size
of the organization to ensure fairness.
The platform provides daily updates and
highlights significant changes, incorporating
data collected from globally deployed
sensors. This innovative approach allows
organizations to gain valuable insights into
their security performance and that of their
vendors and partners.

Bitsight’s data is widely used by technical
professionals for cybersecurity assessments,
vulnerability monitoring, and internal
reporting. Its security ratings provide
an objective, quantifiable measure of an
organization’s cybersecurity performance,
facilitating better decision-making. Bitsight
plays a crucial role in the cybersecurity
landscape by offering tools and insights that
help organizations manage their security
posture and mitigate risks, particularly in
the context of third-party relationships.

Growing operational reliance on technology
has made cybersecurity both a digital and
a physical risk, making it essential to gain
visibility into cyber risk exposure across
the broader business ecosystem. The power
of the Bitsight platform and data extends
beyond traditional security applications
to integrated risk decision making
more broadly, particularly investment
management.
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Bitsight produces the largest cyber risk
ratings and analytics dataset, with daily
ratings on up to 40 million entities and
the strongest correlation to cybersecurity
incidents, including breach and ransomware,
as measured by industry leaders such as
Marsh McLennan'. Actionable cyber risk
data and analytics with proven correlation to
key business outcomes and a relative scoring
methodology enable investment managers
to price and manage cyber risk within
their portfolios, enhance their decisioning
processes, and mitigate risks effectively to
maximize risk-adjusted returns. Further, the
data Bitsight collects to generate its ratings
is externally observable and does not require
company disclosure, representing public
information for investors and contributing
to greater market risk transparency.

Cyber is an unpriced and historically
opaque dimension of risk for investors, but
continued cyber headlines and regulatory
tailwinds are driving accelerated awareness
and adoption by market leaders. For
example, in July 2023, the U.S. Securities
and Exchange Commission (SEC) voted
to adopt new cyber security requirements
for publicly traded companies’, creating
new obligations for reporting “material”
cybersecurity incidents and requiring more
detailed disclosure of cybersecurity risk
management’, expertise, and governance.
The new rules aim to enhance corporate
governance and bolster protections for both
boards and shareholders. Bitsight views
regulatory moves like this as a leading
indicator of the growing importance of
cybersecurity in capital markets that will
further exert pressure on the integration of
cyber risk in investment decision making.

Investors leverage Bitsight data in a variety

of ways:

1. Enhanced Due Diligence & Underwriting:
Price cyber risk into investment decision
making

2. Alpha Signal: Identify opportunities for
outperformance

3. Portfolio Risk Management: Identify

high-risk companies to prioritize risk
mitigation and engagement activities

4. Investment Stewardship: Enhance and
protect long-term investment value by
promoting effective cyber risk oversight

Bitsight data has strong, independently
verified value as a low-latency proxy
for corporate governance and company
performance and a downside early warning
signal of adverse cyber events. Solactive
Research® found that companies in the
top 25% of Bitsight ratings performance
outperform the benchmark indices,
generating excess returns of 1-7% with
lower volatility. Similarly, an analysis
by Diligent’ found that companies with
advanced Bitsight ratings create nearly
four times of shareholder value. Bitsight
research published with Moody’s Analytics®
illustrated the significant negative impacts
of cyber incidents on financial performance,
driving enduring negative equity returns
experienced over a 12-month period and
detrimental impact on credit risk.

Bitsight has numerous partnerships with
capital markets industry leaders to facilitate
the investment management use case:

* Moody’s invested $250 million in Bitsight
in 2021. The two organizations share a
common goal of helping leaders make
better risk decisions with data. Bitsight’s
cybersecurity ratings and analytics
are integrated into Moody’s suite of
comprehensive risk solutions. Moody’s has
produced over 30 research publications
featuring Bitsight data, including
multiple credit negative reports, further
underscoring the relationship between
cyber risk and financial performance.

* Glass Lewis, a leading proxy advisory
services firm, integrates Bitsight’s data
into its Proxy Paper research reports,
offering investors clear insights into a
company’s cyber risk management.

o S&P Global partners with Bitsight to
provide asset managers with critical
cybersecurity intelligence on organizations
worldwide. This collaboration offers
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cybersecurity ratings that help assess
and manage cyber risk, similar to credit
ratings, driving stock selection and risk
management decisions.

* Solactive leverages Bitsight’s cybersecurity
ratings to create the Solactive Bitsight
Cyber Risk Indices, The indices focus on
companies with high BitSight Security
Ratings, reflecting superior cybersecurity.
This partnership provides investors with
reliable and actionable data to augment
their investment strategies.

In an era where cybersecurity risks are
increasingly influencing market dynamics,
investment managers must recognize the

critical importance of integrating cyber
risk into their investment strategies.
The evolving regulatory landscape and
the growing body of evidence linking
cyber resilience to financial performance
underscore the necessity of this approach.
Leveraging comprehensive cyber risk
data from providers like Bitsight enables
investment managers to enhance their
decision-making processes, protect portfolio
value, and fulfill their fiduciary duties
to clients. As cyber threats continue to
evolve, incorporating robust cybersecurity
assessments into capital market activities
will be essential for achieving sustained,
risk-adjusted returns.
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