RIS R

HAN—tX2)TADA 22T FDOBFHRFRREIZBET S
RKE DR

RREKF 228
ME  FiE

1 £ #1

1. KEEFMIEHIEIEZESR (US Securities and Exchange Commission, SEC) [,
2023 & 10 A 30 BIZ, Y4 N\—tEFXa )T DA 2Ty bADOREEICH
L. SolarWinds #t &£ I DEFFEHREF 1) T4 FEE (CISO) [TxtL. EFF
SEEER EMIESEIMEIFNAISERLIZE LT, EROZBECREFE SO
RELTRODFNZEMRMARHIAMIRE Lz, COBXREFYA/1 3 —tFa )
T 4 BAEDI G EEHFEEE  (securities fraud) (259 5 & SECHE5R L TIRER
LE=RHTHOEETHY . £-. NHHEHOTHEEZEBRE L TEHD CISO %
REFLI-DOTHDEETH D, EBRTORFELEN S=A. 20245F7H 18H
[CEHIFTIE SEC DERD—EZ 1+ #BHBHREENE LT,

2. LEOAIUTURMN 2020 FITRELI-ZEZFZEFHRL T, SEC [E, 2023 FIC
FARREDREZT >, TOELGREL, KEOLBHFIIHL., (7)
YAN—tEF2TADA2ITU MRHHEEICIE. SHIGEFZC T
MNEEL (material) LEDONEILZHIEILGTNRELGE ST, EELLO L HIE
LI=BEICIE. —EDFINNLGEEERE. EZLHMLEZANL 4 EEXRAL
NICEBREZICEVTEDAUIOTY FORBERIS., SHOBEADEE
BEERMRLBTNELELSGRWETEILE, (1) ERBEEICEVTHA
N—tEF2)TAICEATHIVRVEBEL ANT O RAEGIER L ICEAT 1FHR
MARERHDBEIETHD,

3. SECIE. 2024 FIZ, SECHEBHEREZET IiIHEE I LERFRHRORES
[CRAT HRAIDHEZToz. TOARIE. FREGDAHEEIIBERRR
DAREBT Y ERABFEREDA VT EFML. HFIL. ZEZRIZLS
AEEICEMT A ELEEEAREA VT U MR IO S LERELTEREL
BITNIELESEWETH D,

4. LEOXKEOHRICEHDE, YA N\—tF2 T aIZBEL. BRTHHNSF
DADBRDN LD EDRIENSEDFEELLGELHLIITBRHOND,
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n SEC = & BiRiRER

AKfalE, A=k F 2V T 4 IZBT 2 KEOFEDOEIZOWT, KREEFGESES]
ZE% (US Securities and Exchange Commission, SEC) ([Z XAV A "—tFx =2 VT 4 DA
YT v MCET 2 EEERRE A S MR 2L LT, BBl 2 8 2R
M ET %, LAUT, 20234 10 ARIC SEC 23k L7 H 4R 2023 4F 12 H 18 H b i T S h
T L BERFRE FIS X D HMB R O EFIZ >\ T, BB 5,

1. #©=E

%Ik 2 SEC OIFHBATBIISOE D AR AY 2023 4 8 A 4 HIZAM S7cth, BE#
OB AT S A2 [ 12 A 18 B L 0 HAMIZ, SEC 1%, SolarWinds 1 & [Al#ED fiz & 1
X2 VT ¢ FEE (CISO) (Txf L. 1933 FFEAGESRIE K O 1934 Ad HGES B s | Frikic
B L7z & LT, ER DR IESC RIS OGRS 4 3R £ 3R 2 8 B il f2
L7zl

SolarWinds tHIXIEMAE S OEBEH Y 7 N &% « IET 57 IV AMOESHETH Y |
FORFE LY 7 MIEKTIESHH I TV, 2020 FIZR Y 7 MY A "—+&
X2 U7 4 LOXRKAH VIMNBEIC LV BELZ T2 EHBA L, Zhicxhd 2 R+
Oxtitn, & ATHHRBARE TORISIZBWT, REFRRERH Y (YRFD) HAGESREE
IR L7= & LT, 20234E 10 A 30 HIZ, SECIX[AIFE & [FfLD CISO & 427F L 722, 7233,
ZOFERITH%IET H SECIZ LD 2023 FEOHANBIEIZ DN S TmHERFERTH D,

ZOFERZORBFMIL, RO2[UZHD EEDNTWAS, F 1T, KRERL, Hie RS
HESCFERBEZICBITOIARBHEOER T TR, XVEKRYR IFFF (fraud) |
(1934 AEHUFFES TS | FTiE 10 4(b)HEIZHE-3< SEC OBIHI 10b-5 DiEK) 1Z#4T5 & L
TSECMEFR LMD TCOHERETH D, H212. ATV A X=X VT DA T
> MZBEE U TRl O AR 2 B & LTt CISO Zigdk L7 TOFERTH D,
AfETOH CISO IZIFEMB e R IERITAN D > T2bF TIERWnb oD, £ v T7 > FOR
R HE~DOHECKSNZB W TRENH 72 SECITFEL, TNobDEEHD L,
FTNETORFERELERD SECHTANRN—tFX=2 VT o ZEMAL, BHAERKIZE %

22

U.S. Securities and Exchange Commission, “SEC Charges SolarWinds and Chief Information Security Officer with Fraud,
Internal Control Failures,” October 30, 2023, Z &,

#FFIRIE. SEC v. Solar Winds Corp. and Timothy G. Brown (US District Court New York Southern District, Civil Action
No. 23-¢v-9518, October 30, 2023),

Sullivan & Cromwell LLP, “SEC Charges SolarWinds and Its CISO with Fraud and Internal Control Failures,” November
6,2023, 24X 5,
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I8 L& 9 EF RN hibidt,
ZOFFBIZOWTIEEBREN DL DRI G IRN o120, ZORFHERVEBICE AT
BIENRVICREVERZITENDS,

2. SEC M=EFE & FHIFr o HPk

1) SECDEE
(7) iE%5FZF (securities fraud)

SolarWinds fED W = 7 A4 N EDOW A R_R—t X% 2 U F ¢ %R 55000, FE+th
DT VLAY Y —RFEICBT DA, BT ERR L O REFICB T2 U =27
77 7 =BT AR, BRFHEEICBITORROVTAIICENTH, BER VL
MiE A BRDA B o 7o & SEC 1T IR L, 1933 FEAGEARTE 17 S(a) (BITRHR)
1934 AR HUEREES S [TV 10 (b)) & LI 10b-5 (FEE) . [FIVE 13 Sr(a)™ (RikfeBHoR)
ICEX T2 & FREL TV,

(4) BAFEHERHRHI
SEC %, SolarWinds #H:iZ FF2IZEI L T PNERHEH] (internal accounting controls)
HEHAZR 72 LT, 1934 FHFRFERIG IFTE 13 RO)QBIIERK Lz & Fik L,
[t CISO 1X# DEITEI G- L7z (aided and abetted) & FiEL T 5,

() BRI
SEC &, WEI7ZRFRARE IS ST, L ERROBIRBIHRENR 2 i &
L CIEMmBHHEH] (disclosure controls and procedures) DA Z BRI 1934 4 £RFE
FRHS PO 13a-15(@IZER L7z & EE L, [Fito CISO 1% DiERIZEE Lz
EERLTNDT,

5D SEC D=7 4 —A A NEFIO— X, U.S. Securities and Exchange Commission, ”Crypto Assets and
Cyber Enforcement Actions” (https://www.sec.gov/securities-topics/crypto-assets, 202447 H 2 HH%E) (Z##F S
TWD, 2B, A NN—EF 2 VT 2 ICBT 5 KEO R ZRER 289 5121, 72 & 21X, Lawrence J.
Trautman , Scott Shackelford, Brian Elzweig and Peter Ormerod, “Understanding Cyber Risk: Unpacking and Responding
to Cyber Threats Facing the Public and Private Sectors,” University of Miami Law Review, Vol. 78, No. 3, 2024 % 2,
7= & 2%, Motion of Chief Information Security Officers and Cybersecurity Organizations for Leave to File Brief as
Amicus Curiae Support of Defendants Motion to Dismiss the Amended Complaint (submitted to the US District Court New
York Southern District, March 29, 2024).

7= & 2%, Karen Painter Randall, Joshua P. Previl, and Adam J. Salzer, “Mitigating Cybersecurity Risks in Mergers and
Acquisitions: The Importance of Due Diligence and Regulatory Compliance,” New Jersey Lawyer, April 2024; Vinson &
Elkins, “Double-Edged Disclosure: Navigating 10-K Season with the SEC’s New Cybersecurity Disclosure Rules Insight,”
March 4, 2024.

LLEDOREMNT, AHBIEIE 2 OFRKE 2R,
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2) BHIFRDHIR
2024 45 7 18 HIZ, HeHIETE, HFIERETHeAl oW & LT, SEC OFFRD—#f
T ERD, TOEL ZFATHHREZ SV LS, AT SEC OfERERD -
DL, 77 YA MIBIT D security statement (ZX = U7 ¢ (ZBT 2B H#) (2
BETHAMHTHY ., ZORIZOWVWTIFERFFICKZ ST O L H 5 & S,
Ho bt ZO security statement |TVEEDHF R R TR ALEEOLDOTHH- T, ¥k
EDOREHICH T 2 EMHBFICHET 2 LR SEC ofFKIFFEA SN, £/, ki
D 1934 AFEBUTFERIG I ATE 13 £(b0)QBIUCOWT, #HHFNL, Z OMEITMESE
Dt (financial accounting control) (Z72 A SN A2 HETH - T, LV IL NE
Fefil — U S D bOTIHARWE LT, ZORIZBET % SEC OFFREFEA LI,
ASEIOHEROLL EOYRNEIZOWTIEL, 4% S £ S ERBAND O A FES S D
EHERI S DY,

m SEC DR H D 2023 FRIE

1. 2023 FEDOBRHAISIE

SEC (%, 2023 FRZH A N—t X2 U T 1T HRHAIZSGET LT D1, BET D05

FERRIE 2023 427 A 26 HIZAZR &4, [FA4 8 H 4 HIZ Federal Register (HARDEHRITIFIE
YT 5) BV TAfIN TN, ZOREIL, KEO EESEEORERSE (AKX
TOAMAESREERMSHICHEYT2) L, (7)) YA RN—kF=2 70 DA
TV MR HoTEGEITIE, 2IEER 72 < (without unreasonable delay) 4175 %7
(material) & OENZHWT L2269, EER GO LMW LICGAICIE, — &
OEISN TG A ZRE, BEE LA L2 A D 4 B3R LIPMICER S-K G E (RS
£ HARTORRFREEICHYT2) OHEA 1.05 (Item 1.05) IZBWTZDA T > b
DREFERIG, SHEDOFEA~DOZBELR EZRARLRITNERLRWETHRE, (1) F
X 10-K HEE (FERIREE. AR TOAMGERHREZEICHYT2) B0 THA A —tk
FXa V7 BT U A7 EFHE L B NT o 2K & BT D B 2 R D 5 IS,
FRFHEN B B 12,

8 JJPIL, SEC v. Solar Winds Corp. and Timothy G. Brown (US District Court New York Southern District, Civil Action
No. 23-cv-9518-PAE, July 18, 2024),

9 7= & zIX. Sullivan & Cromwell LLP, “Court Dismisses Most of SEC’s Claims Against SolarWinds and Its CISO,” July
19, 2024,

10 U.S. Securities and Exchange Commission, “SEC Adopts Rules on Public Company Cybersecurity Disclosures,” July 26,
2023; Sullivan & Cromwell LLP, “SEC Adopts New Cybersecurity Disclosure Rules for Public Companies, July 28, 2023.

' U.S. Securities and Exchange Commission, “Cybersecurity Risk Management, Strategy, Governance, and Incident
Disclosure 88 FR 51896,” August 4, 2023.

12 Erik Gerding, U.S. Securities and Exchange Commission, “Disclosure of Cybersecurity Incidents Determined To Be Material
and Other Cybersecurity Incidents, May 21, 2023; Erik Gerding, U.S. Securities and Exchange Commission, “Cybersecurity
Disclosure,” December 14, 2023, #{EE « H)IIE# [KE SEC OV A N—tx = U T ¢ 1ZBT 2B REAN

[ - AT - 7—# » £% =2 U7 « NEWSLETTER] Vol.18, 2023 4F 11 1 A, &M,
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DLERTT S L. B (7)) 1220 Tk, EENGOOHIBNEL, BRI m 7T TR
EVER 72 T ORI b B e, Z ORERFHRE FIC X 2 BRICBE T 2 HAISOEO KT B 1%
20234 12 H 18 HTH 5,

F7-. (1) OFEERFEEICBITAETICONTIE, H 11T, U R ZEBREIZHONTIL,
BT A NR— X2 VT OBBICET L EERY A7 ZFH - FE - BET T et
A EARREEICTIEH T D2 EBRD LD, 2O, TOT o ARSHEEEO Y 2
JEBT e ATHEEINTWANED, ZO7 v AEENEOE =FNEE LT
HNE DI, ANBOY—E AT BNL X —OFRIEI A N—t X2 VT OB EE
e FFETHTREREF L TWDANE I DOFREHNE ENRTIL R, £, 18
EOVANR—X2 VT 4 DA T MOFEREGLY A N—tX2 VT 4 DEEDY
A7 ISR « B AR - MECRIEZ B CRtICHEE R B L 52120 E 20, 52
LATRBMENGBICH 50, HLGEILE DREE G X 2OV THRHET 5 2 L AR
HHid,

B 212, ANF U AEHIOEAFIZOW T, BSR4 A=k X2 VT 1 OF
DU AT DERUZ DWW TOFEHARKD B, ZOEFIZETEZ b O ERESOEE SR
T EE < HAICIE, TREETE L, 220 OEMERAESCEEENY A7 T 51
WMORELZIT LT OB RAERFET HZ ENROOLND, ZHIZIE, BEZ L OHBNER
BAUN—DEMUERLEDOHE LWL EERICL D=4 V7O vt X BfiESRW
LEBR~OREERFINE ENRTIUTR S22, ZOFERFEEIC L DBRICET 58
HIMEIX, 2023 4 12 A 15 HUARRICHE T T 2 FEFEE IR L FRBEEN OB S5

o

2. BRAIKEROERBEFICL DATNDOES

2024 4F 2 A 22 B0 H Zaaka M LA, 2023 4 12 A 18 B ORI IE I TLI%, 14
DEMENIANR—EF 22U T 4 DA LT v MTOWTERFREEOHEE 1.05 1I2BIT S
BIRZIToTD, 728, EERERE IR L2 RICYGT W LEBEELZ b o S
HZEBLRLINWZEICHEBETAOLERSH D (ZosiE, BARTHHIE RIXFAETH
%) o ZOWETRW LEEIXSANBRUIIT O BmAENZ VN, SECOa R M a%T T
IToNLHEbHY . TOHE LT, DA 2023 4 12 H 15 BT L7z ERFReE
FZDOWTSECHA 202441 H S5 HIZa A MEAK L, FAFLIE 18 HITE ERGRERL E 4
HLTWD (2720, ZofITIIEEMESH Y & DEEDS INTZDIT TiERWY) |

B LLEE, AHBIIE 2 B0 b DIk > T D,
14 Paul Rodel, Charu Chandrasekhar and Erez Liebermann , “What Cos. Are Reporting Under New SEC Cybersecurity Rule,”
Law360, April 22, 2024. LLF OFEMR X ZAUCE D,
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(7) B%

AT FORETHNPGERE TOFELHEIL 543 HEB L>TW5b, 10
I, AT FOREFTAND 4 EEHUNICERFREECLIHREZ LTS, &
HoOFIX1 B, REOFNZ25H 72> T3,

(€4) ARAR
(i) EEH%

FRRO 145055 3FNEE LA X7 NEPIRIICFEFE L TV D, 2 3R
L oEERA (operational disruption) % HF)DEGFFFHRE EICB W THRLTEY ., 1
XYW OEERFREED 3 EMZOSGTICB W TEB~OEERA L7 M bH o T
EBIRL TS, VD 11 #IZEERA 237 MIEE LTV RV, (5 EokE
AT IR T EWET DB H DN, TOM, SHEOMBRESCET I EL KT
FAHEMEIR W &R R B FIN MBI TH D,

(i) HBE~DOEE

1 XY EOME~DORERGH D EBR L TWD A, 5 3% 5 LI
RNTHAI EBRLTND, EY O SHITMBE~DOEE IO LRV EBI/RL T
Do ZHUTK LT, ¥EB LOEEREITRELLTVWOT, EREO LTI hnzo
BHOFEIZESTHEETHD LR LTNS,

(i) FEEHERORFR

8 ARG RO D ST Z L EZBR LTS, 205 B 5 T4 F 0 R
HEIZBWT, 2 HHTERREEOLITICB VW T IR AR LTS, okt £
DERRLZBOMNNIIS HICHRRZET 5 Z LICHET 2 HERDH D,

(iv) HEZDRE

5 #BM OO THBEE ZRE L T D, 3 TS PIOERFREETIZEE LT
WZs, ZD O B0 1 IR REE LSRG LA NI NV —T LEEL TV D,
e O 24T A N—FER T NV— T OREENR D D L EITBIR LTV D,

3. 202446 A 24 H®D SEC @ Q&A &ET

R OEERHREEDOEE 1.05 281 2B/RICOWT, 202446 H 24 HIZ, SECIEAA
B ALEIIBIT D Q&A HEET LTV A,

(7) Q&A104B.05S T VLT 2T IZHDBBE~DOKIENE T LIZE LT, £0A
YUT Y MNPEER DTN EITIER DR,

(1) Q&A104B.06 A T2 b~OXIEHET LIz e LT HERFHREE CORRE
L TEWZ LT e b,

15 U.S. Securities and Exchange Commission, “Exchange Act Form 8-K, June 24, 2024.
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(77) Q&A104B.07 T H AT =z TIZLDEIZOWTRIR T NN—S /e LT
b, EDOA YTV MPREBERLDTRPSTEZ EIZITR LR,

(I) Q&A104B.08 T UV AV = TIZXDHEDOREHIL, TORKNNBA LT RO
BEMHMZEGT 5 b0 TIERL . TOHWICE L Co—EHE
2T ER0,

() Q&A104B.09 —HOEEK DA T v MBBAELZEAICIX, 22 b > THE
ST 2 U7e i AU 7e 5720,

SEC MEBIER % 5T 52224 285 (B SP) DHIE

LLEIZHBA LIz & 2 A1, AARTY 5 Akl S B b o B Wi R B9 2 Bl
THDHNR, VWIFETHRL, SECITIEREZEDEBRYRTLH D,

SEC . 200042, REHFEH I L, BEIEHRORESIZET 2B S-P 2 HlE L T
B3, 2024455 H 16 BIZZOIERTHON TV D, FIIEIX, 2024 4 6 A 3 AIZHEI
BRICAAM S AL, 202448 H 2 BB afr S Cns !,

ZORANE, —EHRELL EofEEREE (Ta—h— T 4 —TF—, BEES, &S
¥EFRE) I L, BEREROBBANCERIBHEICET 2 8HI 2R T 50 TH LB, 4
[E] D IEDENIR D LB TH DS,

(7) BREEDILK

HAlOM AR & LT, BEHERICIIthoOESRSEIS N O -BEERbLE D,
Fo. AREHNIEN (Transfer Agent, TA, HARTOKREAFEEHRNITHYE T 5)
b ZOMRIOXR L 2%,

4) 412> T2 bRiG

R LT DIFER L, BEER~DORIERT 7B AR EDA T v bk
i, #ehl L, EBERKITL I HBFICHAT LI EEEALA VT v hxtihTm
7T NERE L CTEML2TIER 570,

(7) BE~DBE

RGLL T2 DREFER T, BEOE VT 4 THERSORERT 78 ACEREDOA
YUT U MRS oA, A T v hOREZIERIE LT 30 HUANICEEIC
WAL 2THER B0, 72720, BESOWEDFTREMER 2 WGE . BaITRkRS

16 U.S. Securities and Exchange Commission, “Regulation S-P: Privacy of Consumer Financial Information and Safeguarding
Customer Information,” June 21, 2024.

17 U.S. Securities and Exchange Commission, “Regulation S-P: Privacy of Consumer Financial Information and Safeguarding
Customer Information, 89 FR 47688,” June 3, 2024. 89 FR 53487 (June 27, 2024) {2 X ¥ —&BET1E,

18 U.S. Securities and Exchange Commission, “Exchange Act Form 8-K,” June 24, 2024. UL %, Debevois & Plimpton,
The SEC Adopts Significant Cybersecurity Amendments to Reg S-P, May 17, 2024 |28 5
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N5, WEEZTHBENFE TEXRWEAIE, T X CTOBFICEA L2 TIERG
AN

(L) Y—ERTONA T—DEE

MR EIRDAFERIT, V—EC AT a A X =Rl o7 o bxbis iRl & A
LTWOEEEZZO TH—EXA T a ", X =BT 57 v 77 2% KREL THE
BE L7272 5720, MERFHIIYV—EXA T a R X — L OROZRKETED L
FARA SR N ESACP AN

(#) ERR#E

SR LR DIEELT. EROA T U MRS T 0 ST AT ERTEE L.
ATy N ORERCEBE DB IZOWNWT OIS EmIC THRE LA T IE
YA AN

(h) ERTOTSAN—IBHROEBEEICEAT 2BEE~DEH
ZDOBRIZHOWTIE, —EDLAICIEE L 4 RRi#E R (Consumer Financial Protection
Bureau, CFPB) D#HIPY & [6 UHIARFRD S5,

LT VI ET

RO L7 KE OB X, RORERET D, H1i, $A R —tF=2UT 1DA
YTV MIOWT, EORERERBTR @O RN RO b E NS T ETH D,
ZLTH 21T, ZODITIMERI O, STbbiEblia ) 2 7 &L /3 F o 2Kl D
WD RO BN, ETIFERIEEPBEEEZ DL WNWH 2 TH D,

HARTIX, THET, 40T MEAEDBLIE LA LT2HE ORE & W 5 FEE A B
L. &EIZTPHEHTOY A NR—tFX 2T 4 JROBEBHEMENHINTETNDY, 7272,
HXF o ZKENZ DN TR, — AL —r e LTiE, 2021 FFSETHO Ta—RL— b
TNF oA e a— R IZBNTERITR<, 2021 FFlGETHRO REFR L BEOXTENT A
K742 @ 13 HNZEEBRHLIBETHD, 5%, BRTHLI T U ZAOBENLD
K DOFRALFRE & 725 K H I bit b2,

Consumer Financial Protection Bureau, “Amendment to the Annual Privacy Notice Requirement Under the Gramm-Leach-

Bliley Act (Regulation P),” August 10, 2018.

2 WY A NR—tF2 VT 4B F— (NISC) (K DBFEOIEEWELERT @S BHICBIT YA —F
F o U7 o SIS 72 B 8 (Ver. 3.0) 1 2022422 H72 &

ARt [BEREMEORFTEHA K74 (201846 A 1 HRE, 2021426 A 11 HGT) @ [1-3)

2 7k, EHE-ROBEICOWTE, BRE A NN—tx= V7 EROBBLLRE] Y=V XM &

1599 5. 202447 H. =&,
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