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Investor Engagement for Cyber Resilience in Supply Chains
— A new method for integration and effective corporate
engagement on cybersecurity supply chain risks —

Jason Mortimer,
Head of Sustainable Investment - Fixed Income,
Nomura Asset Management

I Abstract 1

1. Companies face cybersecurity risks from vulnerabilities in their own networks and those
of their supply chain partners. High profile incidents in the automotive, financial, and
retail sectors demonstrate that supply chains cyberattacks can disrupt operations and
compromise data across the value chain, causing material financial losses and impairment
to critical national functions.

2. Cybersecurity Supply Chain Risk Management (C-SCRM) is essential for identifying
and mitigating third-party vulnerabilities in both upstream and downstream partners, and
is now a key concern for business CISOs regulators, and investors.

3. Investors can leverage quantitative cybersecurity performance data to assess risks across
supply chains, engaging with companies to ensure that effective cybersecurity
frameworks are in place across all tiers of their value chain — just as Scope 3 supply chain
emissions and labor right standards are commonly tracked and managed.

4. This proactive approach can identify material risks and potentially improve investment
returns, while contributing to overall cyber resilience and addressing socio-economic

impacts related to cybersecurity risks.
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Introduction

Organizational cybersecurity is an increasingly prominent risk factor for business leaders, regulators, and

investors. Recent high-profile cyber incidents in automotive, financial, and retail sectors demonstrate that
the operational and financial impacts of cyber incidents often extend beyond a single affected company,
adversely affecting entire ecosystems with severe financial and socio-economic implications. Companies are
now expected to ensure the integrity, security, and resilience of their supply chain partners' products and
services, as well as their own. Investors interested in systematically integrating and pricing this emerging

risk factor while contributing to socio-economic sustainability should take note.

An organization’s cybersecurity risk is not limited to vulnerabilities in its own networks and systems (i.e. its
cybersecurity perimeter) but also includes those of upstream and downstream suppliers, contractors, and
digital service providers. This is known as Cybersecurity Supply Chain Risk Management (C-SCRM), which
requires companies to identify, assess, and mitigate cybersecurity risks arising from interconnected modern
supply chains, and has become a key focus for Chief Information Security Officers (CISOs), regulators, and

cyber risk-aware boards.

n Cybersecurity in Supply Chain Risk Management (C-SCRM)

Illustrating the real world impact from supply chain cyber risk, a large Japanese automobile manufacturer in
March 2022 was forced to shut down production at 14 domestic plants due to a cybersecurity incident at a single
unlisted parts supplier. And despite the name, cybersecurity supply chain risk extends beyond physical supply
chains to include software and service providers that make up the company’s digital supply chain. In another
example, several car companies were affected by a ransomware attack on an auto dealership software provider
in June 2024, halting sales across hundreds of dealerships in the USA. Unfortunately, supply chain cybersecurity
threats are notoriously difficult to fully map out and prepare for. In one infamous case, a large US retailer lost
70 million customers' credit card details in 2014 when criminals accessed the retailer’s servers through a vendor

portal linked to a hack at a third party HVAC (heating ventilation and air conditioning) contractor.

C-SCRM is also relevant for banks and financial service firms, where vendor and digital supply chain
vulnerabilities are now seen as the greatest cybersecurity risk by regulators. A recent study by cybersecurity
firm SecurityScorecard found that 78% of 240 large European financial institutions experienced a third-party
data breach in the past year, and that 18% of the affected firms had a security performance rating correlating

with a seven-fold increased risk of data breach compared to top-rated firms.

Even well-protected banks with sophisticated cybersecurity defenses of their own can face global

repercussions from cyber supply chain incidents. For instance, a ransomware attack on a software provider

37



FHYRTFFEUT 4 o +—FU— 2024 Autumn

for derivatives trading in 2023 forced banks to revert to manual processing of electronic trades by hand and
on spreadsheets. While this specific hack was commercially motivated and direct impact was limited, this
incident alerted financial regulators worldwide to the potential for similar attacks to cause systemic financial
market risks, especially if state-backed actors are involved. Moving forward, evaluating and engaging service

partners on cybersecurity best practices will be a major focus for financial sector companies.

These examples illustrate that vulnerabilities in upstream and downstream supply chain partners can lead to
disruptions and losses just as with direct corporate breaches and that defending a company’s cybersecurity
perimeter alone is insufficient for addressing the broader range of risks. In fact, a company’s supply chain
partners often present an easier and more attractive target for hackers, as smaller organizations typically have

fewer resources and expertise for managing cybersecurity risks effectively.

In response, the National Institute of Standards and Technology (NIST) has updated guidelines for
organizations to manage cybersecurity supply chain risk more effectively. In the USA, regulators such as the
Department of Homeland Security and the US Securities and Exchange Commission have increased their
oversight on this aspect of cybersecurity. New regulations like the EU’s Digital Operations Resilience Act
(DORA) and the US’s Executive Order 14028 “On Improving the Nation’s Cybersecurity” recognize the
importance of securing critical software in supply chains and establish new corporate requirements for the
digital economy. Complying with these standards is not just a regulatory burden but an opportunity for

companies - and their investors - to improve cyber risk oversight and operational resilience.

m Investor Strategies for Engagement on C-SCRM

In addition to the adverse effects on the company’s own operations and reputation, cybersecurity supply
chain risk can have business, legal, and financial repercussions, and cause negative socio-economic impact
though disruption to economic activity, critical services, and consumer data privacy. This makes such risks
relevant for investors as a sustainability topic to analyze and engage with portfolio companies. However, the
external nature of the threat and the high number of potential risk vectors make supply chain risk
management a significant challenge for affected companies, and even more so for external investors who

face greater information asymmetries. So what can or should investors do in practice?

Here we present two novel and complementary approaches, enabled by the availability of quantitative
cybersecurity performance data. While still relatively unknown among investors, it is possible to analyze an
organization’s cybersecurity maturity level and relative risk of ransomware and data breach using externally
observable cyber telemetry data. Although these data alone cannot capture the complete cybersecurity
posture of a company’s private network, their ubiquity, objectivity, and comparability effectively addresses

the challenge of insufficient data disclosures common in other sustainability factors.
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Investors using these cybersecurity risk ratings can extend the quantitative analysis of an individual company’s
cybersecurity scores to include the performance of its known suppliers and service vendors (third-party and
nth-party risks) (Figurel). For example, if “Company A” demonstrates good cybersecurity management but a
key supplier, “Supplier B,” has weak performance, then Company A’s overall cybersecurity performance

should be marked down accordingly for a more complete assessment of investment risk.

While high-level quantitative assessments are not a substitute for in-depth organization-specific C-SCRM
analysis, a typical investor will not require this level of qualitative detail. Instead, a top-down, relative risk-
based method is better suited for easily identifying the most critical risks. Analytical efficiency and
scalability is an especially important consideration for investors considering a large universe of corporate

investments where cybersecurity supply chain risk is just one of many factors for consideration.

A relative risk and score-based approach can also inform corporate cybersecurity engagements for supply
chain risk (Figure2). Investors can apply concepts from traditional sustainable investment engagement on
supply chain risks, such as GHG Scope 3, biodiversity, and human rights. Like cyber supply chain risks,
these environmental and social risks are often concentrated in smaller, non-listed suppliers where data

disclosures are limited and access is difficult, making assessment and engagement a challenge for investors.

Figure 1: A method for integrating cybersecurity performance ratings for corporate risk in the supply chain

Cybersecurity
Performance
Ratings

: ] . ) « . .
‘\ Parts Supplier 1 710 J 9/10 [@ 1/10 Service Provider 1 ,
| Parts Supplier 2 ﬁ" 2/10 } Company A ‘ 8/10 Service Provider 2 ’

Company A Supply Chain

|

'
' N

Source: Nomura Asset Management.
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Figure 2: A method for integrating corporate cybersecurity supply chain risk insights to adjust scoring
and target constructive engagement

Company A Company A Implication for
Stand-Alone Cyber Rating All-In Cyber Rating Investors

% Engage
_____ with Company A
5 to implement
9/10 7/ e fomeee cybersecurity
II ’ requirements and
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chain partners

Company A Cybersecurity Assessment and Implication

Source: Nomura Asset Management.

Conclusion

In sustainable markets, investors engage publicly listed portfolio companies on their management of these

risks, requiring supply chain partners to commit to Net Zero pledges or provide evidence of compliance with
labor standards. This approach allows many minority investors to analyze and track performance for a single
entity on relevant metrics, leveraging traditional engagement methods like shareholder voting and adjusting

valuation assumptions.

We propose that investors use these same methods to address third-party cyber risks by engaging investee
companies to ensure that cybersecurity frameworks are in place and implemented across all tiers by their
supply chain partners. Through enlightened self-interest, these suppliers can be encouraged and incentivized
to improve their security practices and transparency, thus mitigating shared threats and enhancing overall
cyber resilience. With this practical and data-driven approach, investors can play a powerful role to
incentivize better cybersecurity across supply chains, manage risk, and potentially improve investment

returns.
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