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Global Corporate Cybersecurity Performance Heat Map

Jason Mortimer,
Head of Sustainable Investment - Fixed Income,
Nomura Asset Management

1 Abstract |

Cybersecurity is vital to ensuring corporate resiliency, national security, and economic
prosperity in an increasingly digitized market. Investor awareness of cybersecurity is
growing, and standardized cybersecurity risk ratings, like credit ratings, are available to
enable non-technical analysts to assess and compare companies' cybersecurity
performance.
Aggregating such issuer-specific metrics of organizational cybersecurity performance
and risk exposure up to the regional- and sector-level can help investors grasp where
cybersecurity performance is weaker, for more focused risk assessments and productive
corporate engagements.

Corporate cybersecurity performance varies by region and industry, but follows a
discernable pattern. Based on aggregate data from companies representing global
corporate debt market, the top-performing regions for cybersecurity are Australia and
New Zealand, North America, and the UK and Ireland. Cybersecurity performance in
Japan and Asia-Pacific to lag behind developed- and emerging market peers. By sector,
companies in the Communications, Consumer Discretionary, Industrials, and Technology
sectors exhibit lower cyber preparedness, while Financial sector companies tend to have
the highest.

Understanding these variations facilitates effective integration of cybersecurity risks in
investment analysis, offering investors new risk insights and opportunities for targeted

corporate engagement.
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Understanding the distribution of cybersecurity risk and performance across markets

Cybersecurity is critical for corporate resiliency, national security, and economic prosperity in an
increasingly interconnected and digitized world. For investors, cybersecurity has material implications for
operational, financial, legal, and reputational risks, emerging as a next-generation sustainability topic to be
measured and managed alongside climate and other factors. Assessments of organizational cyber maturity
and risk posture can provide investors with insights into corporate governance and the quality of risk
management. Compared to other sustainability factors, cybersecurity data disclosures and transparency are
not necessarily a limiting factor for investors, as objective “outside-in” measures of corporate cybersecurity
are generally available for analysis. Just as credit ratings offer a standardized view of risk for market pricing,
quantitative and standardized cybersecurity risk ratings provide an accessible way for non-technical

investment analysts to integrate and compare the cybersecurity risk and performance of individual companies.

Like certain sustainability factors like carbon emissions intensity, and physical climate risk, cybersecurity
risk is not equally distributed across countries and market sectors. A “heat map” of corporate cybersecurity
performance can provide a guide for improving awareness and familiarity with this emerging topic, even for
investors without access to cybersecurity ratings data. By aggregating bottom-up cybersecurity performance
ratings at the entity level for issuers in the global corporate bond market and cross-referencing with implied
real-world cyber risk exposures, our survey reveals the regions and sectors that investors and corporates

should prioritize.

n A global heat map of Cybersecurity performance by region and sector

1. Aggregate Cybersecurity Performance by Sector

Aggregating cybersecurity performance data at the sector level shows that, aside from the Communications
sector—which often has low ratings due to technical factors— companies in the Consumer Discretionary,
Industrials, and Information Technology sectors have the lowest cybersecurity performance ratings and the
highest levels of apparent cyber risk exposure (Figurel). Based on Bitsight Technologies ratings data that
categorizes scores into Basic, Intermediate, and Advanced tiers, 45% of global corporate debt issuers in the
Communications sector are in the lowest tier, followed by Consumer Discretionary at 26%. This sector
includes the Hospitality and Consumer Retail sub-sectors, where companies often handle private consumer
data and credit card information, making them attractive targets for hackers. Industrials are another sector of
concern, as the Aerospace and Defense, Electrical Equipment, Transportation, and Machinery sub-sectors
contribute to national critical functions yet remain relatively under-protected. Conversely, the Financials
sector, while often targeted by cyber criminals, is relatively cyber-capable, as Banks and Institutional

Financial Service firms, being regulated entities, tend to invest considerably in their own cyber defenses.
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Figure 1: Cybersecurity Performance - Aggregate Corporate Ratings by Sector
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B Basic Tier "Intermediate Tier ™ Advanced Tier

Note: Fewer “Basic” tier scores are better.
Source: Bitsight Technologies Data, Nomura Asset Management calculations.

Cybersecurity performance scores correlate with real-world risk outcomes, allowing for the translation of
corporate cyber scores into relative data breach risk levels (Figure2). Monitoring and engaging corporates in
the most exposed sectors regarding their relative cybersecurity risk can be an effective input for investors'
securities analysis and risk management. Based on Bitsight data, the average corporate bond issuer in the
Communications sector is 2.4 times more likely to experience a data breach compared to the low-risk
baseline, while financial firms on average are only 1.4 times as likely, attributable to this sector’s higher
levels of cyber preparedness and investment. These metrics are also useful for informing investors' active

ownership efforts through targeted corporate engagement and impact tracking.
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Figure 2: Cybersecurity Performance - Aggregate Corporate Relative Risk by Sector
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Note: Lower relative risk multiples are better.
Source: Bitsight Technologies Data, Nomura Asset Management calculations.

2. Aggregate Cybersecurity Performance by Region

Aggregating cybersecurity performance data at the regional level shows that corporate cybersecurity
practices generally improve with national income levels and economic development, but some caveats apply.
Regional performance aggregate scores often reflect market sector concentrations at the national level, which
may be weighted toward sectors with better (Financials or Real Estate) or worse average scores
(Communications, Consumer Discretionary, and Information Technology). Furthermore, in the case of
multinational organizations, a company’s headquarters and main market may be in one jurisdiction, while
its network presence and cybersecurity risk exposures are spread across many countries. Still, regional-level
results are useful for understanding which jurisdictions are more effective at investing in resilient corporate
and infrastructure cybersecurity and which are relatively behind as alternative indicators of market

development and risk.
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The top-performing markets for corporate cybersecurity readiness based on a sample of global bond issuers
are Australia and New Zealand, North America, and the UK and Ireland, reflecting these jurisdictions'
proactive approaches to cybersecurity policy and corporate investment, as well as some sector concentration
elements (Figure3, Figure4). Corporates in the US, representing most of the North American region, tend to
have higher cybersecurity ratings than global peers, although they may also be more high-value targets for
criminals and state-backed hackers. The Middle East region, including Saudi Arabia, the UAE, and Israel,
also exhibits relatively high cybersecurity readiness. Within Europe, companies in Scandinavia perform
better, while Western and Southern European peers score marginally lower. Asia’s cybersecurity
performance is at the bottom end of the range —Japan’s corporate cybersecurity underperforms compared
to developed market peers, while corporate debt issuers in Asia Pacific and China exhibit the lowest levels

of cyber maturity in global markets.

Figure 3: Cybersecurity Performance - Aggregate Corporate Ratings by Region
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Figure 4: Cybersecurity Performance - Aggregate Corporate Relative Risk by Region
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Source: Bitsight Technologies Data, Nomura Asset Management calculations.

E Aggregate Cybersecurity Performance by Sector and Region — Global Cybersecurity Performance Heat Map

Integrating the sector- and regional-aggregate corporate cybersecurity score datasets produces a Global
Cybersecurity Heat Map (Tablel). De-emphasizing Communication sector scores and screening out region-
sectors with insufficient data reveals a global map of relative cyber strength and areas for improvement. For
example, Middle Eastern Technology and Materials companies exhibit relatively high levels of cyber
preparedness for both their sector and region, while Middle Eastern Energy companies stand out as relatively
less capable than global peers. In Japan, only Real Estate and Financials outperform global sector peers
(including both developed and emerging markets), while the Japanese Technology, Energy, and Utility
sectors significantly lag on both a regional and sector-peer basis. In North America, where corporate
performance is generally higher than global peers, the Consumer Discretionary and Industrial sectors indicate

relatively lower performance compared to other sectors in the same region (e.g., Communications).
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Table 1: Global Cybersecurity Heat Map 2024

Sector

China (Including HK and
Macau)

23

Asia Pacific (Ex-Japan/China)
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JAYAl Conclusion

Corporate cybersecurity performance measurement represents a forward indicator of material unpriced risk

and potential investment alpha for investors, while presenting unique opportunities for corporate engagement

on a topic with global socio-economic impact. Yet few investors are currently integrating—or are even aware

of—cybersecurity performance ratings data for the investment process. Just as sustainable investment market

participants have come to internalize the relative carbon emission intensities of different sectors and regions,

effective integration of cybersecurity risks into investments will require an understanding of their origins.

When viewed from a top-down perspective, quantitative cybersecurity risk ratings data can yield new and

accessible risk insights for investors, ultimately guiding markets to “price” cybersecurity through better risk

integration and engagement.
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