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The Macroeconomic Risk and Opportunity of Cybersecurity'

Jason Mortimer,
Head of Sustainable Investment — Fixed Income,
Nomura Asset Management

1 Abstract 1

1. Cybersecurity is a macroeconomic risk and enabler of sustainable growth and digital
transformation: Robust cybersecurity is essential for resilient and sustainable growth
through digital transformation. Digitalization drives productivity and innovation but
expands the digital attack surface. This increases the economic harm from cyber incidents
that disrupt systems, data integrity, and market trust. Cyber risk is an unpriced negative
externality: firms underinvest in cyber resilience because they do not internalize the full
set of socio-economic costs of cyber incidents, and investors have lacked transparent data
to price corporate cyber preparedness.

2. Because regulation of cybersecurity performance with technical mandates alone is
impractical, policy makers should focus on a combination of targeted disclosure
requirements, clarified liabilities, and promotion of market-based mechanisms. Applying
sustainability analysis to cybersecurity can align incentives, encourage investment in
cyber controls and workforce development, and preserve trust in digital services.

3.  Quantitative measures of global cybersecurity show industry sector performance and
reveal Japan’s cybersecurity challenge: “Outside-in” cybersecurity risk ratings (CRR)
enable investors to compare firms’ relative cyber hygiene and incorporate cyber risk
indicators into capital allocations. We present a global heat map of corporate
cybersecurity from this bottoms-up data with insights into regional and sectoral cyber
hygiene performance. In Japan, the energy, technology, utility, and materials sectors
exhibit notable performance gaps versus global averages. Integrating quantitative
cybersecurity metrics into investment analysis can reveal material, unpriced risks, inform

engagement, and help markets better “price” cybersecurity.

' This paper is based on relevant research contributions to Asian Development Bank, “Harnessing Digital Transformation for

Good Asian Development Policy Report 2025,” May 2025.

50



HAN—EF2UTF 4 BII/OBFCHESTY R LS

Cybersecurity as a macroeconomic risk and opportunity for sustainable growth

Improving Cybersecurity is critical to achieving sustainable, resilient, and inclusive development for an
increasingly digitized economy. The opportunities for countries like Japan to benefit from the digital
transformation -- through productivity improvement and innovation in finance, communications, health,
utilities, logistics, and public service sectors -- is significant. But digitalization also brings risk, as the
exponential growth in networked services increases the “digital attack surface” that cyber criminals and
hackers can exploit for damaging and disrupting these critical systems. Preserving access and trust in
digitally enabled services through robust improved cybersecurity practices across society is therefore

crucial to inclusive and sustainable development of the digital economy itself.

Cybersecurity affects nearly every aspect and operating entity in modern digital economies, and so is
an increasingly material issue for policy makers, regulators, and market participants to consider.
According to World Bank analysis, the direct and indirect losses from cybersecurity incidents reached
0.21% to 9.1% of world GDP (Gross Domestic Product) in 2024, Even a single incident can cause
cascading system failures that affect hundreds of millions of people, as recent cyberattacks on healthcare
and energy in the United States and food and beverage supply chains in Japan that caused outages in

critical sectors have shown.

The impact of corporate cyberattacks is now even showing up at the macroeconomic level, as a
cyberattack on a UK automotive company in 2025 led the Bank of England to downgrade 3™ quarter
GDP expectations due an overall 28.6% collapse in car manufacturing®. And cybersecurity is not just a
developed economy issue — a 2022 ransomware attack in Costa Rica caused prolonged government

service outages, a national emergency declaration, and an estimated 2.4% loss of GDP#.

Cybersecurity as a factor for sustainable and resilient growth and development

Cybersecurity can be a key enabler for sustainable and inclusive growth, especially in emerging markets,
but countries must do more to develop secure and trustworthy digital systems and networks. World
Bank research shows that developing economies that reduce their rate of major disclosed cyber incidents
from the top to the bottom quartile of countries could increase GDP per capita by 1.5% over a decade,
and that digitalized industry growth is faster in countries with stronger policy commitment to

cybersecurity’. Achieving these growth opportunities while addressing the digital divide is not as simple

2 Estefania Vergara Cobos and Salcen Cakir, “A Review of the Economic Costs of Cyber Incidents,” World Bank Group, 2024.

3 “A hack impacting Jaguar Land Rover was so bad that it hurt the U.K.’s GDP, Bank of England says,” NBC News, November
11, 2025.

* Estefania Vergara Cobos, Cybersecurity Economics for Emerging Markets, World Bank, 2024.

5 Estefania Vergara Cobos, Cybersecurity Economics for Emerging Markets, World Bank, 2024.
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as expanding affordable access to connectivity, communications technology, and digital services. It also
requires securing and maintaining that access for all through the holistic promotion of cybersecurity in

society.

|JIB Cybersecurity as a market failure and negative externality

Cybercriminals and malicious actors tend to target the least protected networks to maximize the payoff
ratio from their hacking efforts. This means that cybersecurity in society is only as strong as the weakest
link in the system. A primary question for policy makers and regulators then is how to effectively drive
improvement in cybersecurity practices by raising standards for firms across the market. To address this
challenge, it is important to understand the challenge of cybersecurity as fundamentally a negative

externality and market failure.

Unmitigated cybersecurity risks can lead to cybersecurity incidents. By definition, these cybersecurity
losses are allocated between internalized costs to directly affected firms from operational, financial, and
reputational damages, and externalized costs to society at large from damage to data and systems
integrity, service availability, and trust, etc. Individual firms are responsible for managing their own
cybersecurity risk, but tend to undervalue and thus underinvest in cybersecurity because they do not
have to account for the full set of externalized costs that arise from their own unmitigated cyber risk.
Thus as with unmitigated carbon emissions, unmitigated cybersecurity risk represents an unpriced

negative externality, but with socio-economic rather than environmental impact.

For their part, investors typically lack even basic information on relative corporate cybersecurity
preparedness, even as corporate managers and CEOs (Chief Executive Officers) consistently rank
cybersecurity as their top concern in corporate risk surveys®. The lack of transparency and disclosure
makes markets less efficient, as investors cannot easily evaluate the relative cybersecurity risk and
performance of companies, or reflect it in their investment decisions and capital allocations. Without a
market signal from corporate valuations and funding costs, firms are dis-incentivized from investing in
comprehensive cyber risk mitigations, cyber insurance, and cyber workforce development. As with
carbon risks, unpriced cyber risk leads to a market failure, resulting in sub-optimal cybersecurity

preparedness and higher overall costs to firms and society at large.

6 Allianz, “Allianz risk barometer: A cyber event is the top global business risk for 2024,” January 16, 2024. PwC, “From
threat to opportunity PwC’s Global Risk Survey 2023,” World Economic Forum, “Global Risks Report 2024,” January 10,
2024.
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The way forward: Leverage policy and market mechanisms to strengthen cybersecurity

Regulating corporate cybersecurity by mandating technical performance standards is generally
impractical. This is because most at-risk data and digital network infrastructure is privately owned and
relies on voluntary application of best practices, while there is no one-size fits-all approach for
managing cybersecurity risks across different organizational structures, industry sectors, cybersecurity
risk appetites, and over time. As a result, policymakers have been reluctant to mitigate private sector
cybersecurity risks through direct technical regulation alone. However cybersecurity performance
standards can be improved through better disclosure standards such as mandating material breach

notifications, and advancing measures that promote data protection and clarify legal liabilities.

The sustainable investment market provides a precedent for introducing market forces to, in effect,
regulate the negative externalities from unmitigated cyber risk through the self-interest of informed and
risk-adverse investors. For example, if investors have access to material cybersecurity risk disclosures
and performance data, then they can begin to systematically measure and integrate these risks for better
investment decisions, capital allocations, and risk pricing’. Establishing and encouraging these market
mechanisms, such as with targeted cybersecurity disclosures and greater legal penalties for
cybersecurity risk mismanagement, may then encourage firm managers to make more economically
rational cybersecurity investments and raise the standards of corporate cybersecurity overall. As with
carbon pricing, cybersecurity risk pricing may be an efficient and effective market-based solution to the
market failure of cybersecurity, but it requires enabling regulatory action from policy makers to make

it a reality.

Analysis of industry sector cybersecurity — Global and Japan Heatmaps

For investors, cybersecurity has material implications for operational, financial, legal, and reputational
risks at investee firms, and is emerging as a next-generation sustainability topic to be measured and
managed alongside climate and other factors. Assessments of organizational cyber maturity and risk
posture can also provide investors with novel insight into corporate governance and the quality of risk
management. In fact, objective “outside-in” measures of corporate cybersecurity typically used by

technical cybersecurity experts are also generally applicable for investment analysis.

Just as credit ratings offer a standardized view of risk for market pricing, quantitative and standardized
cybersecurity risk ratings (CRR) provide an accessible way for non-technical investment analysts to
integrate and compare the cybersecurity risk and performance of individual companies. While there is

no perfectly reliable way to measure organizational cyber risk even with internal systems access,

7 Jason Mortimer, “Why Cybersecurity is the Biggest Hidden ESG Risk,” March 2023.
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externally observed measures of cybersecurity performance are almost always better than having no

information at all.

Like certain sustainability factors like carbon emissions intensity and physical climate risk,
cybersecurity risk is not equally distributed across countries and industry sectors. A “heat map” of
corporate cybersecurity performance can provide a guide for improving awareness and familiarity with
this emerging topic, even for investors without access to cybersecurity ratings data. By aggregating
bottom-up cybersecurity performance ratings at the entity level for a representative sample of corporate
entities, our survey reveals the regions and sectors in Japan that investors and policy makers should

prioritize for cybersecurity performance improvement.

A global heat map of cybersecurity performance by region and industry sector

To analyze bottom-up cybersecurity hygiene levels around the world, we created a novel heat map of
aggregate firm-level cybersecurity hygiene scores across global regions, countries, and industry sectors
(Table 1, Figure 1). More than 5,000 public debt-issuing entities in 66 countries and regions were
individually analyzed using proprietary CRR scores, and aggregated by industry sector. To correct for
structural differences in CRR sector scores, industry average scores were equally weighted into a simple

average cybersecurity performance score for each country, with further aggregation by region.

Table 1: Heat Map of Average Corporate Cybersecurity Hygiene, by Region and Sector

Sector

Communi Consumer Consumer Health Real
cations  Discretionary Staples Energy Financials Care Industrials Materials Estate Technology  Utilities

Region

Australia and New Zealand
North America

Central and South America
Western Europe

Southern Europe
Southeast Asia

Northern Europe

Middle East North Africa
South Asia

Japan

Africa

Eastern Europe

Caucasus and Central Asia

East Asia (ex-Japan)
Global (All countries)

Note: GDP = gross domestic product, PPP = purchasing power parity.
Source: Bitsight Technologies data, author calculations.
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Figure 1: Median GDP per Capita (PPP) vs Average Cybersecurity Score
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These data show that while Australia and New Zealand and North America are relatively strong in
cybersecurity, the East Asian region and Japan significantly underperforms other regional, global, and
income-level peers for corporate cybersecurity hygiene. In East Asia, this surprising underperformance
is attributable primarily to weak CRR for firms in the PRC (People’s Republic of China)® and the ROK
(Republic of Korea), indicating a gap between these country’s high cybersecurity policy commitment
scores in the 2024 ITU (International Telecommunication Union) Cybersecurity Index’ versus actual
apparent on-the-ground corporate cybersecurity practices. On the other hand, the Southeast Asian and
South Asian regions are relative outperformers, with several countries in these sub regions, such as
India and Malaysia, demonstrating relative leadership and validating these country’s high scores for

cybersecurity commitment in the ITU 2024 Global Cybersecurity Index.

Japanese industry sector-level cybersecurity relative to global performance

Focusing on Japan, cybersecurity performance by industry sector reveals relative underperformance
versus global standards, including developed and emerging economies. In Japan as with most countries

in the sample, finance sector and real estate firms tend to exhibit the highest degree of cybersecurity

8 Several unique factors that may partially explain the PRC’s low aggregate CRR scores. First, the country operates a national
firewall which limits the visibility of domestic Chinese websites to outside users, and thus reduces the number of observable
data points to the CRR scoring algorithm. Second, the relative proportion of an organization’s critical network assets (which
are more likely to be well maintained) outside or inside of the firewall can bias the entity’s CRR quantitative score. Finally,
the average size of Chinese firms in the data sample is relatively large, which tends to correlate negatively with scores since
larger organizations tend to have more IP addresses and, therefore, larger overall attack surfaces.

® ITU, “Global Cybersecurity Index.”
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hygiene. This is because even though the finance sector is a frequent target of cybercriminals, it is highly
regulated and generally has the resources to invest in effective cybersecurity controls and cyber
workforce development. In the same way, Japanese CRR scores for the communications sector tend to
be low because these firms often operate networks and cloud-based services that mix corporate and
client data traffic, which reflects a sector-specific issue as these mixed networks are difficult for CRR

algorithms to parse accurately.

Of concern to regulators and investors however, corporate cybersecurity performance in Japan tends to
be below the global average for almost every relevant industry (Figure 2). Among sectors, Japanese
underperformance is greatest in among companies in the energy (-6.5%), technology (-5.1%), utility (-
4%), and material (-2.2%) sectors. Incidentally, many of these sectors function as critical infrastructure
and are commonly targeted by cybercriminals, making systematic improvements in cybersecurity attack

surface management and improvement in cybersecurity hygiene a critical task for Japanese corporates.

Figure 2: Japan average Cybersecurity Risk Ratings by Industry Sector
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A\Y1ll Conclusion

Corporate cybersecurity performance measurement represents a forward indicator of material unpriced

risk and potential investment alpha for investors. It also presents a unique opportunity for corporate
engagement on a topic with global socio-economic impact. Yet few investors are currently integrating—
or are even aware of—cybersecurity performance ratings data for the investment process. Just as
sustainable investment market participants have come to internalize the relative carbon emission
intensities of different sectors and regions, effective integration of cybersecurity risks into investments
will require an understanding of their origins. When viewed from a top-down perspective, quantitative
cybersecurity risk ratings data can yield new and accessible risk insights for investors, ultimately

guiding markets to “price” cybersecurity through better risk integration and engagement.
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